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1 Introduction 

This is a brief guide to explain the steps to creating a Sonia API account and its general usage. 

It is a REST API that provides a simple and flexible way of structuring a web API. We recommend that the platform 

running the API has TLS (Transport Layer Security) enabled to avoid interception of sensitive data in transit. 

Using a user ID and password you authenticate to obtain a time-expiring token. This token can be used on subsequent 

method calls to retrieve and send data from and to Sonia. 

The user account is setup using the Sonia client application from 21Q3 onwards and requires University Options 

access. Prior to this version, a tool called the ‘provisioner’ was used to do this. 

User accounts are setup to access specific schools; this can be 1 or multiple as appropriate. You are also able to 

indicate the external provider that will be making use of the specific user account (this helps from a 

reporting/auditing perspective). 
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2 Configuration – Sonia 21Q3 Onwards 

2.1 Account Creation 

Click on the File tab, select University Options:  

 

1. Cick on the Sonia API section. 

2. You should see the URL for your installation of the Sonia API.  Make a note of this for later usage; if not 

shown, please check with your IT support team to ensure the API is installed and available. 

3. Click on the green plus icon to add a user account. 
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1. Enter the desired account Username 

2. Tick Set password, and generate and enter a complex password (and follow best practice to store these 

details securely in a password manager) 

3. Confirm the password 

4. Click the green plus, and check the school(s) the account should have access to on the dialog below: 

 

You can optionally pick an External Provider to indicate the intended caller of the Sonia API. 

Click Add to action the changes on this dialog, and again on the previous dialog. Then click OK or Apply to save. 
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2.2 Web API Token Expiration 

 

When you authenticate using a Sonia API account, a web API token is returned that expires after a defined duration.  

You can configure this duration as indicated in the screenshot by clicking on University Options > Online and setting 

the value in Web API token. 
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3 Legacy Sonia - Using the provisioner 

Log into the Sonia Provisioner and go to the API tab, then create an account with a User name and Password. Make 

sure you select all the schools that you want the Sonia API account to have access to: 
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4 General Usage 

The Sonia API is self-documenting; using a modern web browser, navigate to your organisations Sonia API URL with the 

addition of /help/index.html: 

 

This will show you a list of available entities that when clicked expand to list the various methods available for that 

entity. (Be aware that each version of Sonia has different entities and methods available.) 

 

You will quickly see that all the entities and methods require you to be authorised in order to use them, aside from 

Authentication: 

 

Once you have made a successful call to this Authentication end point, you will get a token back.  You can then use 

this to Authorize, and from that point onwards make calls to the other end points until the token expires. 
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4.1 Example Usage 

The self-documenting API allows you to interact and make the various calls, so we will use this as our example. 

Expand Authentication and then click Try it out: 

  

And fill in the Sonia API account details: 

 

1. Enter in the UserName 

2. Enter in the Password 

3. Click Execute 
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Once executed you should receive an access token: 

 

Copy the access token value, between the double inverted commas, and click the Authorize button at the top-right of 

the screen and add the token into the Value field. Use the format: 

Bearer <insert token value here without angle brackets> 

 

Then click the Authorize button and Close. 

You should now be able to access the various methods available in the API for the duration that your access token 

remains valid. 

 

 


